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https://www.slideshare.net/rootedcon/joxean-koret-hackproofing-oracle-financials-11i-r12-rootedcon-2010
https://www.sans.org/reading-room/whitepapers/testing/automated-security-testing-oracle-forms-applications-35970
https://github.com/v-p-b/oracle_forms
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http://www.oracle.com/technetwork/developer-tools/forms/documentation/faq-2-130064.pdf
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https://www.sans.org/reading-room/whitepapers/testing/testing-stateful-web-application-workflows-36637
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+---+    +-------------------+

K->RC4+--->+1011011010110101101|

+---+    +-------------------+

XOR

+-------------------+

Plain:   |1010101010101010101|

+-------------------+

|-------------------|

+-------------------+

Cipher:  |0001110000011111100|

+-------------------+
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•

• ☺
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•



+-----------+             +-----------+

Plaintext:  |01011001101| Plaintext:  |11011001101|

+-----------+             +^----------+

XOR                   |

+-----------+             +|----------+

Keystream:  |01101101010| Keystream:  |01101101010|

+-----------+             +|----------+

|   XOR

+-----------+             +^----------+

Ciphertext: |00110100111| Ciphertext: |10110100111|

+-----------+             +^----------+

X



+------------------------------+

|KSKSKSKSKSKSKSKSKSKSKSKSKSKSKS|

+------------------------------+

+------------------------------+

|PqPqPqPqPqPqPqPqPqPqPqPqPqPqPq|

+------------------------------+

+------------------------------+

|KSKSKSKSKSKSKSKSKSKSKSKSKSKSKS|

+------------------------------+

+------------------------------+

|CpCpCpCpCpCpCpCpCpCpCpCpCpCpCp|

+------------------------------+



+------------------------------+

|KSKSKSKSKSKSKSKSKSKSKSKSKSKSKS|

+------------------------------+

+------------------------------+

|PqPqPqPqPqPqPqPqPqPqPqPqPqPqPq|

+------------------------------+

+------------------------------+

|KSKSKSKSKSKSKSKSKSKSKSKSKSKSKS|

+------------------------------+

+------------------------------+

|CpCpCpCpCpCpCpCpCpCpCpCpCpCpCp|

+------------------------------+

Cq = K + Pq
Cp = K + Pp
Cq + Cp = Pq + Pp
Pp = Cq + Cp + Pq



localDataOutputStream.writeInt(NEG_SEND);

localDataOutputStream.writeInt(i = new 
Random().nextInt());

localDataOutputStream.flush();

k = localDataInputStream.readInt();

j = localDataInputStream.readInt();

byte[] arrayOfByte = new byte[5];
arrayOfByte[0] = ((byte)(i >> 8));
arrayOfByte[1] = ((byte)(j >> 4));
arrayOfByte[2] = -82;
arrayOfByte[3] = ((byte)(i >> 16));
arrayOfByte[4] = ((byte)(j >> 12));
if (this.mUseNativeHTTP) {
this.mHNs.setEncryptKey(arrayOfByte);
}
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https://blog.silentsignal.eu/2014/02/09/jdb-tricks-hacking-java-debug-wire/
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